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Method for providing information to a web server 
Field of invention 

Tlie invention relates to method for providing to a web server information that is related 
5 to a client The invention further relates to a proxy server, a program unit loadable into a 
proxy server, a web server, and a program unit loadable into a web sever, all of them to 
perform the invented method. 

Description of prior art 

Jn the Internet a first web server can be connected to a client for providing a service to the 
10 client. The first web server may demand information related to the client that is held by a 
second web server. An example for the information related to the client is the 
acknowledgement of a mobile payment, that has to be performed before a service can be 
offered to the client by the web server. Jn this example the second web server can be a 
payment server e.g. a secure electronic transaction wallet server. 

15 Further examples are an electronic mail held by an electronic mail server, an 

authentication to be performed by an authentication server, or an electronic ticket that is 
provided by a ticketing server. To access the information related to the client, the IP 
address of the second web server has to be provided to the first web server. 
A solution to that problem was proposed in "Card Payment Transactions in an m- 

20 Commerce Environment - Feasibility Study*' by Konrad Wrona and Terence Trench, 
Wireless Application Part Forum Meeting, Munich, lO"^ to 15* December 2000. 
According to this solution, a mapping is provided between a network address of the client 
and the web address of the second web server in a third web server. This solution poses 
the problem of maintaining the third web server providing the mapping between the 

25 network address of the client and the web address of the second web server. This is 

especially difficult if the number of mappings between network addresses of clients and 
web addresses of web servers is high, and said functionality of mapping between the two 
address types has to be distributed within the network. 
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TTierefore it is subject of the invention to present a simple method to provide information 
that is related to a client to a web server. 

Summary of the inventloii 

This object is achieved by the methods of claims 1, 2 and 5, the proxy server of claim 11, ' 
5 the program unit loadable into a proxy server according to claim 12, the web server 

according to claim 13, and the program unit loadable into a web server according to claim 
14. Advantageous embodiments are described in dependent claims. « 

It is an advantage of the proposed method that the network address of the second sever is 
stored in a proxy server and only one proxy server is related to the client. This is 
10 advantageous as the network address of the second server can be maintained easily in the 
proxy server. Further advantageous is, that the network address of the second server is 
sent during a session between the client and the web server thus avoiding the need of 
contacting a third web server. 

Advantageous is a method wherein the cookie is sent to the proxy server in a session 

15 according to a hypertext transfer protocol by the second web server. This is a simple 

method to provide the network address of the second web server to the proxy server as 
the second web server is holding its network address. 

In another advantageous embodiment the request to the second web server is sent via the 
client This is advantageous as the existing session between die client and the web server 
20 can be used for sending the request. 

A simple method for requesting and providing information related to a client to a web 
server is especially required if the information authenticates or authorizes the client 
towards the web server. 

Brief description of the drawings 

25 Fig. 1 shows an architecture and a signal flow using the invented method and 

Fig. 2 shows an alternative signal flow using the invented method. 
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Detailed description of embodiments 

In the following the invention is described in more detail by means of embodiments and 
figures. Equal reference signs indicate equal elements. 

Figure 1 depicts an example of an architecture and a signal flow for using the invented 
5 method. It shows a client C connected to a first web server WSl via ^ proxy server PS. 
Figure 1 further shows a second web server WS2. A message 1 that is sent from the client 
C to the first>web server WSl, a request 2 from the first web server WS 1 to the second 
web server WS2 and a response 3 fix>m the second web server WS2 to the first web 
server WSl are depicted as arrows. The contents of the message 1, the request 2 and the 
10 response 3 is described toother with the description of the signal flow depicted in 
figure 2. 

Hgure 2 depicts an alternative signal flow according to the invention. It shows a client C2 
connected to a first web server WS 1 2 and to a second web server WS22 via a proxy 
server PS2. The alternative signal flow contains a message 12 tihat is sent fix>m the client 
15 C2 to the first web server WS 12 via the proxy server PS2, a request 22 that is sent fiom 
the first web server WS12 to the second web server WS22 via the client C2 and a 
response 32 fix)m the second web server WS22 to the first web server WS12 via the client 
C2. The message 12, the request 22 and the response 32 are depicted as arrows. 

The client C, C2 can be a mobile terminal and the proxy server PS, PS2 can be a wireless 
20 application protocol gateway or a hypertext transfer protocol proxy server. The user of 
the client C, C2 is requesting a first service from a first service provider that is offering 
the service via a first web server WSl , WS 12. The service can be a service for offering 
digital content, a service for supplying the user of the client C, C2 witfi a physical good 
or any other service. If the service is a service for offering digital content, the first web 
25 server WS 1 , WS 1 2 can be for example a multhnedia server storing multimedia streams. 
The user of the client C, C2 is subscribed at a second service provider that is offering a 
furthCT service via a second web server WS2, WS22 to the user of the client C, C2. Said 
fiirther service can be for example be a service for authentication or authorization or a 
service for electronic payments. The second web server WS2, WS22 can be for example 
30 an electronic mail server, an authentication server, a ticketing server, or a payment server 
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such as a secure electronic transaction wallet server. The second web sever WS2 can e.g. 
provide rights related to a service provided by the first server WSl, WS12 to the user of 
the client C, C2. To this end the second web server WS2, WS22 can store autiientication 
data, electronic tickets, or data related to electronic payments for the user of the client C, 
5 C2. 

The client C, C2 establishes a connection to the second web server WS2, WS22 via the 
proxy server PS, PS2. If the client C, C2 is a mobile teiminal and the proxy server PS, 
PS2 is a wireless application protocol gateway the connection between the client C, C2 
and the second web server WS2, WS22 can comprise a first connection between the 

10 client C, C2 and the proxy server PS, PS2 over a wireless application protocol and a 
second connection between the proxy server PS, PS2 and the second web sever WS2, 
WS22 over a hypertext transfer protocol. Alternatively the proxy server PS, PS2 can be a 
hypertext transfer protocol proxy server and the connection between the client C, C2 and 
the second web server WS2, WS22 can comprise a first connection between the client C, 

15 C2 and the proxy server PS, PS2 over the hypertext transfer protocol and a second 

connection between the proxy server PS. PS2 and the genond weh 58evftr W529^ Wfio? yj a 

the hypertext transfer protocol. To provide connections according to the wireless 
application protocol to clients of a first kind and connections according to the hypertext 
transfer protocol to clients of a second kind the proxy server PS, PS2 can provide both 

20 the functionality of a v/ireless application protocol gateway and the functionality of a 
hypertext transfer protocol proxy server. 

The second web server WS2, WS22 sends a message containing a cookie to tfie proxy 
server PS, PS2 in a session according to the hypertext transfer protocol, the cookie being 
related to the client C, C2 and the cookie comprising a network address of the second 
25 web sever WS2, WS22. The proxy server PS, PS2 stores flie cookie for the first web 
server WSl, WS12, 

The client C, C2 establishes a connection to the first web server WSl, WS12 via the 
proxy server PS, PS2, for example for receiving digital content from the first web server 
WS1,WS12. 
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The first web server WSl, WS12 demands information related to the client C, C2, the 
information being stored by the second web server WS2, WS22. The information can be 
for example a ticket allowing access to digital content provided by the first web server 
WSl, WS12 or information authenticating the user of the client C, C2 towards the first 
5 web server WS 1 , WS 12. The information can authorize the user of the client C, C2 

towards the first web server WS 1, WS12 or the information can be related to a payment 
for a service, a physical good or digital content that is provided by the first web server 

« a I* .•> 

WS1,WS12. 

The client C, C2 sends a message 1 , 12 towards the furst web server WS 1 , WS 12 via the 
10 proxy server PS, PS2, The proxy server PS, PS2 receives the message 1, 12, inserts the 
cookie into the message 1, 12 and forwards the message 1, 12 towards the first web 
server WS 1, WS 12 for providing the network address of the second server WS2, WS22 
to the first web server WSl, WS12. The first web server WSl, WS12 receives the 
message 1, 12 containing the cookie, retrieves the network address of the second web 
15 server WS2, WS22 fi-om the cookie and requests 2, 22 the second web server WS2, 
WS22 for the information related to the client C, C2. In the alternative signal flow 
according to figure 2 the request 22 to the second web server WS22 is sent towards tfie 
client C2 and redirected or forwarded by the client C2 to the second web server WS22. 

The second web server WS2, WS22 sends Ifae information related to the client C, C2 to 
20 the first web server WS 1, WS12 in a response 3, 32. In the alternative signal flow 

according to figure 2 the response 32 is sent via the client C2. The first web server WS 1 , 
WS12 receives the information related to the client C, C2. The received information can 
authenticate or authorize the client C, C2 towards the first web server WS 1 , WS 12. 
According to the information received fi'om the second web server WS2, WS22 the first 
25 web server WSl, WS12 can decide to provide a service to the user of the client C, C2, 
The first web server can e.g. decide to provide access to a digital content, or supply a 
physical good to the user of the client C, C2 depending on the information received fi-om 
the second web server WS2, WS22. 

In a preferred embodiment of the invention a proxy server PS, PS2 for a communication 
30 network using the invented method comprises a memory for storing a cookie, interfaces 
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for sending and receiving messages, and a processing system that that is ad^ted to 
receive in a session according to the hypertext transfer protocol a cookie comprising the 
network address of the second web server WS2, WS22. The processing system is adapted 
to store a cookie for the first web server WSl, WS12, wherein the cookie is related to the 
5 client C, C2 and comprises a network address of the second web server WS2, WS22. The 
processing system is adapted to receive a message 1. 12 that is addressed to the first web 
server WSl. WS 12, to insert the cookie into the message 1, 12, and to forward the 
message 1 , 12 to the first web server WS 1 , WS 12. 

A program unit for use of the proposed method is loadable into a proxy server PS, PS2 in 
10 a communication network. The program unit can for example be stored on a data earner, 
e.g. a magnetic or optical recording medium. It can also be embodied as a sequence of 
signals loadable into a proxy server PS, PS2, e.g. over a data link. The program unit 
comprises code adapted to store a cookie for a first web server WSl, WS12, wherein the 
cookie is related to the client C, C2 and the cookie comprises a network address of a 
15 second web server WS2, WS22. The program unit is ad^ted to process messages, said 

messages comprising a message 1. 12 for the first weh RervftrW5;i1,W5;t 11 from th^nHp^r^t 

C, C2. The program unit further comprises code adapted to insert tiie cookie into the 
message 1, 12 and to forward the message 1, 12 towards the first web server WSl, WS12. 

In a preferred embodiment of the invention a web server WS 1 , WS12 for a 
20 conmiunication network using the invented method comprises interfeces for sending and 
receiving messages. The web server WSl, WS12 fiirther comprises a processing system 
that is adapted to retrieve an address of a second web server WS2, WS22 fi'om a cookie 
and to send a request for information related to a client C, C2 to waids the second web 
server WS2,WS22. 

25 A further program unit for use of the proposed method is loadable into a web server 

WS 1, WSl 2 for a communication network. Said further program unit can for example be 
stored on a data carrier, e.g. a magnetic or optical recording medium. It can also be 
embodied as a sequence of signals loadable into a web server, e.g. over a data link. The 
further program unit comprises code adapted to process messages, said messages 

30 comprising a message 1, 12 from a proxy server PS, PS2 and a request 2, 22 towards a 
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second web server WS2, WS22, The message 1, 12 from the proxy server PS, PS2 
comprises a cookie with a network address of the second web server WS2, WS22. The 
request 2, 22 towards the second web server WS2, WS22 demands information related to 
the client C, C2. The further program unit comprises code adapted to retrieve the network 
address of the second web server WS2, WS22 from the cookie, and to send the request 2, 
22 for information related to the client C, C2 towards the second web server WS2, WS22. 

o a ^ 
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Claims 

1 . Method for providing information related to a client (C; C2) to a first web server 
5 (WSl ; WS12), wherein a second web server (WS2; WS22) stores the information 

related to the client (C; C2), and the first web server (WSl; WS12) is connected to 
the client (C; C2) via a proxy server (PS; PS2), the method<comprising the steps of: • 

- storing a cookie for the first web server (WS 1 ; WS 12) in the proxy server (PS; PS2), 
the cookie being related to the client (C; C2) and the cookie comprising a network 

10 address of the second web server (WS2; WS22), 

- sending a message (1; 12) towards the first web server (WSl ; WS12) via the proxy 
server (PS; PS2), 

- receiving the message (1 ; 12) in the proxy server (PS; PS2), 

- inserting the cookie into the message (1 ; 12), 

15 - forwarding the message (1 ; 12) to the first web s^er (WS 1 ; WS 12), 

- receiving the message (1; 12) in the first web server (WSl; WS12), 

- retrieving the network address of the second web server (WS2; WS22) firom the 
cookie, 

- requesting (2; 22) &om the second web server (WS2; WS22) the information related 
20 to the client (C; C2), 

- receiving in the second web server (WS2; WS22) the request (2; 22) for information 
related to the climt (C; C2), and 

- sending (3; 32) information related to the client (C; C2) to the first web server 
(WS1;WS12). 

25 2. Method for providing information related to a client (C; C2) to a first web server 

(WSl ; WS12), the information being stored by a second web server (WS2; WS22), 
wherein the first web server (WSl; WS 12) is connected to the client (C; C2) via a 
proxy server (PS; PS2), and wherein the following steps are performed by the proxy 
server (PS; PS2): 

30 - storing a cookie for the first web server (WS 1 ; WS 12), wherein the cookie is related 
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to the client (C; C2) and comprises a network address of the second web server 
(WS2;WS22), 

- receiving a message (1 ; 12) that is addressed to the first web server (WS 1 ; WS12), 

- inserting the cookie into the message (1 ; 12), and 

5 - forwarding the message (1 ; 12) to the first web server (WS 1 ; WS 12). 

3. Method according to claim 2, wherein the client (C; C2) is a mobile terminal, the 
^roxy server (PS; PS2) is at least one of a wireless application protocol gateway or a 
hypertext transfer protocol proxy server, and wherein the connection of the client (C; 
C2) to the first web server (WSl; WS12) comprises a first connection between the 

10 client (C; C2) and the proxy server (PS; PS2) according to a wireless plication 

protocol or a hypertext transfer protocol and a second connection between tfie proxy 
server (PS ; PS2) and the first web server (WS 1 ; WS 12) according to a hypertext 
transfer protocol. 

4. Method accordmg to claim 2 or 3, wherein the cookie is sent to the proxy server (PS; 
"15 in a session accordmg to a hypertext transfer protocol by the second web server 

(WS2;WS22). 

5. Method for requesting by a first a web server (WS 1 ; WS 1 2) information related to a 
client (C; C2) from a second web server (WS2; WS22) holding the information 
related to the client (C; C2), the method comprising the following steps: 

20 - receiving a message (1 ; 12) with a cookie comprising a network address of tfie 

second web server (WS2; WS22) fi-om a proxy server (PS; PS2). 

- retrieving the network address of the second web server (WS2; WS22) from the 
cookie, 

- requesting (2; 22) firom the second web server (WS2; WS22) the information related 
25 to the client (C;C2). 

6. Method according to claim 5, wherein the request (22) to the second web server 
(WS22) is sent via the client (C2). 
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7. Method according to claim 5 or 6, wherein the first web server (WS 1 ; WS 12) 
receives the information related to the client (C; C2). 

8. Method according to claim 7, wherein the information related to the client (C; C2) 
authenticates the client (C; C2) towards the web server. 

9. Method according to claims 7 or 8, wherein the information related to the client (C; 
G2) authorizes the client (CrC2) towards the web server. « 

10. Method according to any of the claims 5 to 9, wherein the second web server (WS2; 
WS22) is at least one of a payment server, an electronic mail server, an authentication 
server, or a ticketing server. 

11. Proxy server (PS; PS2) for a communication network, wherein the proxy server (PS; 
PS2) comprises a memory for storing a cookie, interfaces for sending and receiving 
messages, characterized by a processing system tiiat that is adapted to perform the 
metiiod according to any of the claims 2 to 4. 

12. Program unit loadable into a proxy server (PS; PS2) in a communication network, 
wherein the program unit comprises code adapted to store a cookie for a fijrst web 
server (WSl; WS12), wherein the cookie is related to the client (C; C2) and 
comprises a network address of a second web server (WS2; WS22), wherein flie 
program unit is adapted to process messa^s, said messages comprising a 
message (1 ; 12) for the first web server (WS 1 ; WS 12) from the client (C; C2) and 
wherein the program unit comprises code adapted to insert the cookie into the 
message (1; 12) and to forward the message (1 ; 12) towards the first web server 
(WS1;WS12). 

13. Web server in a communication network, comprising interfaces for sending and 
receiving messages and a processing system that is adapted to retrieve an address of a 
second web server (WS2; WS22) from a cookie and to send a request for information 
related to a client (C; C2) towards the second web server (WS2; WS22). 
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14. Program unit loadable into a web server in a communication network, wherein the 
program unit comprises code adapted to process messages, said messages comprising 
a message (1 ; 12) from a proxy server (PS; PS2) and a request (2; 22) towards a 
second web server (WS2; WS22), wherein the message (1 ; 12) from the proxy server 

5 CPS; PS2) comprises a cookie with a netwoiic address of the second web server (WS2; 

WS22), the request (2; 22) towards the second web server (WS2; WS22) demands 
information related to the client (C; C2), and wherein the program unit comprises 
co*de adapted to retrieve the network address of the second web server (WS2; WS2^) 
from the cookie, and to send the request (2; 22) for information related to the client 

10 (C; C2) towards the second web server (WS2; WS22). 
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Abstract 

The invention relates to a method for providing information related to a client (C) to a 
first web server (WSI) as well as a web server, a proxy server. The invention further 
relates to a proxy server, a program unit loadable into a proxy server, a web server, and a 

5 program unit loadable into a web sever, all of them to perform the invented mettiod. A 
second web server (WS2) stores the information related to the client (C), and the first 
web server (WSI) is connected to the client (C) via a proxy server (PS). The. proxy server 
stores a cookie for the first web server (WSI), the cookie being related to the client (C) 
and the cookie comprising a network addiess of the second web server (WS2). The client 

10 (C) sends a message towards the first web server (WSI) via the proxy server (PS). The 
message is received in the proxy server (PS), that inserts the cookie into the message, and 
forwards the message to the first web server (WSI). The first web server (WSI) receives 
the message, retrieves the network address of the second web server (WS2) ftom the 
cookie, and requests the second web server (WS2) for the information related to the client 

15 (C). The second web server (WS2) sends information related to the client (C) to the first 
web server (WSI). 
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